Weill Cornell

To: Cornell University Personnel Traveling to China, Russia, or Venezuela
From: Cornell University Export Control Office
RE: Controls on computers, phones, and software (PC Laptop)

Export control regulations now require that items listed on the Commerce Control List and carried with
you under the TMP or BAG license exceptions, to China, Russia and Venezuela, must be reported to
the government. Examples of items that must be reported include cell phones, cameras, laptops,
computers and most software programs installed on computers. Note that this requirement applies
regardless of the value of the item(s) or the fact that the item(s) will be abroad only temporarily. The
required filing is an Electronic Export Information filed in the Automated Export System.

To make the necessary filing, each individual traveler will need to know the export control
classification number (ECCN) for all items being reported. The ECCNs for this device and associated
software are listed below:

Device / Program ECCN
Dell Latitude 7480 5A992.c
Microsoft Windows 10 5D992.c
Microsoft Office 5D992.c
Adobe Flash EAR99
Cisco AnyConnect 5D992
Zoom Client for Meetings 5D992
BigFix Client 5D002.c
Crowdstrike 5D992.c
Citrix Workspace 5D002
Java 5D992.c

Please note that if additional programs are installed on this device, the traveler is responsible for
obtaining the associated ECCN and reporting it appropriately.

Individuals traveling on behalf of Cornell may contact the Export Control Officer at their respective
campus, for additional assistance in completing this requirement.

Thomas Blair Chief Research Compliance Officer, WCM Export Controls Officer 646-962-2100 //
thb2002@med.cornell.edu
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